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Digital infrastructure and cyberspace have reshaped international security, introducing new
threats, actors, and challenges. This paper examines cyber power’s role in geopolitics, defense, and
economic stability, using cases like WannaCry, Stuxnet, and the Colonial Pipeline attack to illustrate
the disruptive potential of cyber operations. It also discusses the dual-use nature of Al and quantum
technologies in both defensive and offensive strategies, as well as the impact of disinformation cam-
paigns on political stability. In light of increasing cyber conflict complexity, the study calls for robust
cybersecurity governance, international regulatory frameworks, and strategic alliances to enhance
resilience in the emerging “Digital Cold War.”
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Introduction. Digital transformation, driven by information technologies and the internet,
has reshaped international security dynamics. While offering new opportunities, it also introduces
significant threats, particularly in cyber warfare and cybersecurity. Increasing digital dependence
exposes states to risks such as cyberattacks and information manipulation.

Notable examples include the WannaCry ransomware attack in 2017, which disrupted global
sectors, and the Stuxnet virus, which targeted Iran’s nuclear program, underscoring cyberspace’s im-
pact on security [11]. Moreover, digital transformation heightens risks to economic stability and social
cohesion, with disinformation campaigns and social media manipulation influencing public opinion
and political processes [31]. International organizations like the UN and EU have initiated cyberse-
curity regulations and cooperation efforts to address these challenges. Additionally, digitalization is
shaping security paradigms, raising concerns over legal and ethical issues, military applications of
digital tools, and artificial intelligence’s role in security.

As digital transformation reshapes international security, cyber threats have become a critical
challenge for states and global institutions. Increasing reliance on digital infrastructure exposes both
public and private sectors to sophisticated attacks, threatening economic stability and national security.
Cyberattacks exploit vulnerabilities in infrastructure and software, targeting sectors such as finance,
healthcare, and government institutions. Common threats include Denial-of-Service (DoS) and Distri-
buted Denial-of-Service (DDoS) attacks, Man-in-the-Middle (MITM) attacks, phishing techniques,
ransomware, password breaches, SQL injections, DNS spoofing, and brute-force decryption. The
growing sophistication of these threats underscores the need for robust cybersecurity strategies at both
national and international [15].

High-profile incidents highlight the strategic significance of cyber capabilities. In 2000, the
Department of Defense and NASA were hacked, with NASA’s systems disabled for 21 days, resulting
in the theft of $1.7 million worth of software. This case exemplifies how even the most secure institu-
tions are vulnerable and underscores cyber tools' role in geopolitical competition [20].

The WannaCry ransomware attack in May 2017 affected over 200,000 computers in more than
150 countries, disrupting operations and causing significant economic losses. This incident underscores
the urgent need for improved cybersecurity [5]. It is also possible to add other examples here:

® Equifax Data Breach: The 2017 cyber-attack is the second largest in recorded history when
personal data was stolen. Thus, the personal data of 147.9 million Americans, 15.2 million Britons, and
19,000 Canadians were shared [5].
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® The Stuxnet Worm: In the year 2010, a virus reportedly created by the governments of the U.S.
and lIsrael targeted Iran's nuclear facilities. In particular, it zeroed in on the Natanz facility for uranium
enrichment. The issue was an attempt to delay Iran's nuclear program, so the Stuxnet Worm delayed
Iran’s nuclear program and destroyed its physical structure. Stuxnet is important since it represents new
kinds of digital warfare with physical consequences [3].

© Colonial Pipeline Ransomware Attack: In 2021, Colonial Pipeline was attacked. A ransomware
group, going by the name of DarkSide, laid its sights on the largest oil pipeline in the United States,
fuel shortages ensued, and both sides of America's east coast were significantly affected. This was not a
direct attack on the government but a real attack on its instruments. The same incident was also
indicative of the fact that the interaction of the public and private sectors is imperative in the face of
cyber threats and it proved once more that the same or even better results may be achieved with armed
attacks or explosive munitions using digital means to shape and theorize the reality of the modern era.
This can be exemplified both as an offensive strategy and a defensive one [3].

We can add many cyber attacks to this list. The realization is often made by state and non-state
actors. The targets can be very different, and the motives that trigger these targets can also look
different. Otherwise stated, we can underline economic, political, ideological, psychological and
similar motives. At the same time, from the point of view of realization, a person, group, organization
and more different structures can be listed here.

Even if we consider the cyber-attacks referred to in the contemporary time as the echo of the
"Digital Cold War", we hear the footsteps, poetically speaking. Because let's look at some of the
cyber-attacks on state institutions over the last decade, from 2014 to 2024: 1.UK National Health
Service, 2.City of Oakland, 3.UK Electoral Commission, 4.Government of Costa Rica, 5.Canada Re-
venue Agency, 6.Bernalillo County, New Mexico, 7.Pottawatomie County, Kansas, 8.City of Chica-
go Aviation Department, 9.City of Riviera Beach, Florida, 10.City of Atlanta, 11.City of Baltimore,
and others. For example, the number of politically motivated cyber attacks in the United States in the
year 2023 was more than 200, out of which 122 fit under the category "Attacks on critical infrastruc-
ture targets” [6, p.25]. As seen here, the effects of the digital cold war are already real. It should be
noted here that some countries have not been subjected to cyber-attacks because they have not made
a rapid transition to digitalization, but this process has slowed down the benefits of digitalization in
the long run [4].

Actors of Cyber Attacks. Cyberattacks are carried out by diverse actors-including state-sponso-
red entities, cybercriminal organizations, hacktivists, terrorist groups, and insiders-each presenting
distinct challenges that require tailored cybersecurity strategies.

® State-Sponsored Actors: Governments leverage cyber capabilities for espionage, disruption,
and offensive operations targeting critical infrastructures and institutions [34]. Examples include
Russia’s involvement in the 2016 U.S. election, China’s cyber espionage [28], and North Korea’s
financial cyber operations, such as the 2016 Bangladesh Bank heist.

© Cybercriminal Organizations: Driven by financial motives, these groups engage in ransom-
ware, data breaches, and fraud. Notable cases include the Conti ransomware group [13] and REuvil,
responsible for the 2021 Kaseya attack [2]. Hacktivists: Motivated by ideological or political object-
tives, hacktivists use tactics like DDoS attacks and data leaks to promote their causes. The decentra-
lized collective Anonymous, for instance, has targeted governments and corporations to expose
perceived injustices [16].

® Terrorist Groups: Although currently limited in their cyber warfare capabilities, terrorist or-
ganizations increasingly use digital platforms for recruitment, propaganda, and potentially disruptive
attacks [29]. For example, ISIS has exploited encrypted communication channels to further its
agenda [27].

® Insider Threats: Insider risks arise when individuals misuse their authorized access, whether
intentionally or through negligence. The Edward Snowden case, which involved the leakage of
classified NSA data [17], exemplifies the severe consequences of such breaches.
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In the digital age, power dynamics have shifted as state and non-state actors increasingly use in-
formation as a strategic asset. Information warfare-defined as the deliberate use of digital tools to mani-
pulate, disrupt, or undermine an adversary’s decision-making - extends beyond traditional military tac-
tics to include cyber operations, propaganda, and coordinated media campaigns [23], [34]. For examp-
le, during the Ukraine-Russia conflict, both sides employed sophisticated information campaigns to
shape international narratives and influence domestic perceptions. By targeting critical infrastructures
and public discourse, information warfare blurs the boundaries between peace and conflict, with even
minor disruptions in digital communications having significant political and economic consequences.

Disinformation-the intentional spread of false information-shapes public perception and erodes
trust in institutions. Social media accelerates its impact, deepening societal polarization and reinforcing
biases. During elections, it undermines voter confidence, weakens democratic institutions, and fuels
extremism. Additionally, disinformation diminishes the credibility of traditional media, making it
harder to maintain an informed public. The convergence of information warfare and disinformation
poses significant risks to national and global security. As digital platforms evolve, traditional gover-
nance struggles to keep up. Tackling these challenges requires improving digital literacy, strengthening
regulations, fostering international cooperation, and developing rapid misinformation responses. With
both state and non-state actors exploiting digital vulnerabilities, swift policy action is essential to safe-
guarding democracy and social stability.

The Impact of Disinformation on Public Opinion. Nowadays, information can seriously deter-
mine the future of states. A case in point is the "Cambridge Analytica" scandal. Thus, in 2014, the data
of more than 50 million Facebook users was collected and then used in manipulating an election
company [10]. We can see fake news and other examples in the continuation of this process. For ins-
tance, during the US elections of 2016, fake news, such as “Pope Francis stuns the world, backs
Donald Trump for president” gained over 960 thousand interactions on Facebook; “Pizzagate”, which
received millions of interactions in 2016, “Ireland now officially accepts Trump refugees from
America”, “WikiLeaks confirms Hillary sold arms to ISIS... Then she dropped another bombshell” are
examples of fake news [18].

The above examples demonstrate how disinformation campaigns and social media manipulations
can indeed influence public opinions, especially during times of elections. Information warfare is
impacting not only the domestic politics of a single country but also the mutual relations of states
internationally. For example, activities by Russia in creating political instability in Western countries
through troll factories or bot networks have been much debated. That approach was witnessed in most
European elections, in the Brexit referendum, and in the US elections in 2016 [36].

Social media accelerates disinformation and propaganda, allowing political actors and states to
manipulate public opinion, undermine rivals, and threaten state sovereignty. Information warfare has
become a digital weapon, influencing elections, weakening democratic institutions, and destabilizing
global security. Addressing these challenges requires international legal frameworks, advanced techno-
logical tools, and enhanced media literacy. Additionally, coordinated political manipulation through
bot networks and troll factories shapes public discourse. In response, global security efforts now
include digital literacy programs, fact-checking mechanisms, and strengthened cybersecurity. Social
media companies are enforcing stricter content moderation, while international collaboration expands
countermeasures. The key challenge remains balancing security efforts with freedom of expression and
political integrity in the digital age.

Cyber war refers to the use of digital technologies by state and non-state actors to conduct
offensive operations-such as espionage, sabotage, and assaults on critical systems-that target essential
information infrastructures [23]. Unlike traditional military conflicts, cyber warfare is low-cost, asym-
metrical, and capable of operating across borders with minimal physical damage [23]. Nye (2010)
argues that the emergence of cyber capabilities is reshaping national security by enabling even smaller
or technologically agile states to challenge larger military powers through digital vulnerabilities. This
evolution creates a complex international security environment, where deterrence and power projection
increasingly depend on cyber sophistication alongside conventional military strength. As cyber
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weapons proliferate, they further disrupt traditional power balances, necessitating new frameworks for
international law and enhanced security cooperation.

Geopolitical Consequences of Cyber Attacks on States. Cyber warfare involves the malicious
infiltration of state computer systems to disrupt, disable, or damage them. As digital technologies
evolve, cyberattacks have become integral to interstate conflicts, targeting intelligence systems, criti-
cal infrastructure, and public order. These attacks threaten national security, economic stability, and
public trust, making cyber warfare a key aspect of the Digital Cold War. Actors in this domain in-
clude state entities, cyber mercenaries, and hacktivists. A notable example is China’s People's Libe-
ration Army Strategic Support Force (CPLASSF), linked to cyber espionage against multiple nations.
Operations like "Operation Aurora,"” attributed to the CPLASSF-affiliated Elderwood Group, exemp-
lify state-sponsored cyber espionage aimed at stealing intellectual property and strategic data, parti-
cularly from the U.S.

A highly coordinated cyberattack, involving 34 companies-including Google-highlighted the
growing threat of state-sponsored cyber warfare. These attacks, utilizing "Zero-Day" vulnerabilities,
allowed hackers to exploit unknown security flaws.

Notably, Chinese-linked hacker groups such as Elderwood Gang and Comment Crew have been
tied to major cyber espionage campaigns. Elderwood specializes in targeting second-tier defense
suppliers to infiltrate larger U.S. contractors, often using spear-phishing and water hole attacks. In
2010, it carried out "Operation Aurora," breaching Google’s security and stealing critical source code.
Meanwhile, Comment Crew conducted "Operation ShadyRAT," infiltrating over 72 organizations,
including the International Olympic Committee and the United Nations, using Remote Access Tools
(RATS). Cybersecurity experts, including Symantec, suggest that these groups operate from China and
may have state backing. Reports estimate that Elderwood and Comment Crew account for 90% of eco-
nomic espionage against U.S. companies, focusing on intellectual property theft and strategic business
intelligence. These incidents underscore the increasing role of cyber warfare in global security and
economic competition [26]. As a side note, The Atlantic (January 19, 2016) reports that Google left the
Chinese market after the 2009 attack [24].

Cyber warfare has evolved significantly over the years, marked by several high-profile incidents.
One prominent case is GhostNet, a massive spy network uncovered in 2009 that compromised over a
thousand computers in 103 countries, including those of the Dalai Lama’s office and various foreign
ministries, though the Chinese government denied involvement [22]. Similarly, Night Dragon was a
coordinated cyber-attack by Chinese hackers targeting major energy companies in Europe and the
United States between 2007 and 2009, affecting more than 70 organizations, including the United Na-
tions and the International Olympic Committee [9]. During the 2008 U.S. presidential elections, hac-
kers infiltrated the computers of both John McCain and Barack Obama, leading to the theft of sensitive
information - a breach initially misinterpreted as a virus attack and later attributed to Chinese and Rus-
sian actors [7]. Additionally, in 2009, China-based hackers breached the U.S. Joint Strike Fighter Pro-
ject, compromising sensitive data at a project valued at over $300 billion [32]. These incidents under-
score the evolving nature of cyber warfare and its profound implications for national and international
security.

Benjamin Jensen’s 2023 Congressional testimony asserts that China “cheated” to achieve its
21st-century goals, a claim that aligns with the strategic vision outlined in the Chinese Communist
Party’s “Made in China 2025 plan. Jensen argues that Al weapons, capable of performing the work of
thousands simultaneously, offer an effective countermeasure against China’s substantial human poten-
tial, especially given that the United States dominates in quantum computing [1]. He also highlights a
significant vulnerability: small businesses, which represent 44% of the U.S. economy, are the least
likely to invest in cybersecurity.

The modern cybersecurity landscape increasingly depends on robust cloud security. Al systems
require vast datasets and powerful processing capabilities to function effectively, making the protection
of data a strategic national security priority. This necessity is underscored by the fact that state-spon-
sored cyber attackers are actively targeting cloud infrastructures and Al models to steal economic and
military secrets, aiming to gain technological and strategic advantages.
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In response to these evolving threats, many states have established “cyber armies” within their
armed forces. The growth of these digital military units is evident: while only five states maintained
cyber armies in 2000, this number rose to over 10 in 2009 and reached 38 by 2018 [19]. These units -
often referred to as “Unmanned Armed Forces,” “Cyber Army,” or “National Cyber Defense Unit” -
are designed to both defend against cyber threats and project power, marking a shift toward what is
increasingly being described as a “digital cold war”.

Moreover, the proliferation of digital espionage, information theft, and attacks on critical infra-
structures signals that the digital cold war extends beyond the economic and political spheres into the mi-
litary domain. In this context, cyber armies and digital defense structures have become indispensable ele-
ments of national security policies, influencing military conflicts as well as diplomatic relations in the di-
gital age.

Artificial Intelligence (Al) and quantum technologies are rapidly transforming cyber warfare by
reshaping both offensive and defensive strategies. Al enables real-time threat detection, attack analysis,
and automated defenses through machine learning, enhancing cybersecurity adaptability. However, Al
also introduces new risks, such as adversarial attacks and deepfake-based disinformation [12]. Concur-
rently, quantum technologies challenge existing encryption standards; quantum computers threaten to
break RSA and ECC encryption, accelerating the need for post-quantum cryptography. Conversely,
quantum key distribution (QKD) offers enhanced secure communication, as demonstrated by China’s
guantum networks [35].

The growing reliance on digital infrastructure has driven states to establish cyber armies as essen-
tial components of national defense. Unlike conventional military forces, these cyber units operate in
the digital realm, employing sophisticated offensive and defensive operations ranging from espionage
to digital sabotage with minimal physical engagement [29]. This shift not only provides plausible deni-
ability but also complicates attribution and accountability, leading to a rise in state-sponsored cyber
operations.

Global powers have adopted distinct cyber strategies: the U.S. Cyber Command
(USCYBERCOM) utilizes persistent engagement strategies to proactively deter threats; China’s
People’s Liberation Army (PLA) Strategic Support Force focuses on cyber espionage and information
warfare; and Russia integrates cyber-enabled hybrid warfare into its military doctrine, as seen in its
campaigns against Ukraine and other geopolitical adversaries [34]. These developments contribute to
what has been termed the “Digital Cold War” state of continuous cyber conflict characterized by espio-
nage, infrastructure attacks, and disinformation campaigns rather than direct military confrontation. In
this environment, enhancing cyber resilience and establishing robust international cybersecurity
agreements are imperative to prevent escalation and ensure national and global security.

Governments collaborate extensively with cybersecurity firms, highlighting their critical role in
national security. For instance, CrowdStrike provides cloud-based antivirus services to the U.S. Depart-
ment of Justice [14]. This demonstrates the influence of cybersecurity companies. However, their
power also carries risks. The 2024 "CrowdStrike Scandal” exemplifies this, where a software failure
caused critical systems in airlines, banks, and other organizations to crash, leading to flight cancella-
tions and financial disruptions [30]. Further emphasizing their significance, numerous firms, including
Fortinet, Palo Alto Networks, Cloudflare, Cisco, Microsoft, and Amazon, serve as government contrac-
tors, reinforcing their integral role in cybersecurity.

State Control, Private Security Companies, and the Protection of Critical Infrastructure.
Effective state control and legal frameworks are essential for cybersecurity regulation and national
security. While regulations like the GDPR enhance data protection, excessive restrictions may hinder
innovation. Private security firms support cyber defense through threat intelligence and incident res-
ponse, complementing government efforts but requiring stronger oversight. Protecting critical infra-
structure - energy, transportation, and healthcare - relies on cybersecurity firms developing tailored
solutions and collaborating with governments to ensure resilience and prevent disruptions.

Scientific-Technical Progress and Cybersecurity - New Paradigms and Challenges.

® Al and Quantum Technologies in Cybersecurity: Artificial Intelligence (Al) has transfor-
med cybersecurity by enabling advanced threat detection through machine learning, though it remains
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vulnerable to adversarial attacks that can lead to misclassification and security breaches [25]. Quantum
computing, while offering new opportunities, also threatens traditional encryption methods (e.g., RSA,
ECC) and has driven research into quantum-resistant cryptography, intensifying international
competition.

® Digital Transformation and Emerging Cyber Threats: The rapid adoption of cloud compu-
ting and the Internet of Things (loT) introduces significant vulnerabilities, such as data breaches and
large-scale Distributed Denial of Service (DDoS) attacks. Additionally, Al-driven attacks, including
deepfakes, challenge information integrity and necessitate robust security protocols and international
collaboration [21].

® Impact on International Security Strategies: The integration of Al and quantum technolo-
gies into the cyber domain requires a fundamental reassessment of national defense policies. Cyber-
security now underpins national security, prompting international alliances to prioritize the develop-
ment of quantum-safe encryption, the fortification of Al systems, and the establishment of global
norms to manage emerging technological risks [23].

Conclusion. The rapid expansion of digital technologies has reshaped international security,
introducing both opportunities and unprecedented challenges. Nations must navigate the complexities
of cyber warfare, digital disinformation, and evolving cyber threats. State-sponsored cyber operations,
cybercrime, and misinformation campaigns emphasize the need for robust cybersecurity policies and
international cooperation. Attacks like Stuxnet, WannaCry, and the Colonial Pipeline incident highlight
the strategic role of cyber capabilities in modern conflicts. Meanwhile, Al and quantum computing
present both security risks and advancements, influencing encryption and defense mechanisms.
Disinformation campaigns further disrupt political stability, shaping public opinion and electoral
outcomes. As the “Digital Cold War” intensifies, states must enhance cybersecurity governance,
strengthen regulatory frameworks, and foster collaboration between public and private entities. The
cyber arms race calls for investment in resilient infrastructure, Al-driven threat detection, and quantum-
resistant encryption. A coordinated, multilateral approach - uniting governments, international organi-
zations, and private sectors - is essential to ensuring global cybersecurity and stability. Without proac-
tive measures, escalating cyber threats will continue to endanger international security, economic sta-
bility, and global peace.
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BEYNOLXALQ TOHLUKOSIZLiYIN YENi SORHODLORI:
ROQOMSAL DOVRDO KiBER GUC DINAMIKASI

Roagomsal infrastruktur vo kiber mokan beynslxalq tohliikasizliyi yenidon formalasdiraraq yeni
tohdidlor, istirakgilar vo ¢agiriglar yaradir. Bu mogals kiber giiciin geopolitika, miidafio vo igtisadi
sabitlikdoki rolunu arasdirir vo WannaCry, Stuxnet, Colonial Pipeline hiicumlar1 kimi niimunalarlo
Kiber omoliyyatlarin dagidict potensialini gdstorir. Homginin, siini intellekt vo kvant texnologiyalari-
nin miidafio vo hiicum strategiyalarinda ikiqat istifado imkanlar1 vo dezinformasiya kampaniyalarinin
siyasi sabitliya tosiri miizakira olunur. Artan kiber miinaqgigalorin miirokkabliyini nazors alarag, tod-
gigat yaranan “Ragomsal Soyuq Miihariba” goraitindo davamliligi artirmaq tigtin giiclii kiber tohlii-
kasizlik idaragiliyi, beynalxalq tonzimlayici gargivalar va strateji ittifaqlarin vacibliyini vurgulayir.

Agar sozlor: Kiber tohliikosizlik, Ragomsal transformasiya, Beynolxalq tohliikosizlik, Kiberci-
nayatkarliq, Dezinformasiya, Kritik infrastruktur, Dovlat sponsorlu kiber amoliyyatlar.

SJII'VH TATN3AIE

Jloxmopanm Bakunckozo 20cyoapcmeenHo20 yHugepcumema

HOBBIE T'PAHUIIBI MEXKIYHAPOJIHOM BE3ONACHOCTH:
JANHAMHUKA KUBEPMOILIH B IU®POBYIO J3I1OXY

[udpoBas mHPpacTpykTypa W KUOESPIPOCTPAHCTBO HM3MEHHWIIM MEXIYHAPOAHYIO Oe3ormac-
HOCTb, BBOJIS1 HOBBIE YIpO3bl, yYaCTHUKOB M BBI30BBI. B JaHHOI cTaThe paccMaTpUBAETCs pOJb KH-
OepCHITBI B TEOTOJIMTHKE, 000POHE H SKOHOMUYECKOH CTa0MIILHOCTH, C PUMEPAMH TaKUX WHIIWICH-
ToB, kak WannaCry, Stuxnet u ataka Ha Colonial Pipeline, mimocTpupyromumMu pa3pymTeIbHbIH
noTeHIan Kubeporeparuid. Takke 00CYKIaeTcsi TBOMCTBEHHOE MMPUMEHEHNE TEXHOJIOTHI UCKYCCT-
BEHHOT'O MHTEJUIEKTA M KBAHTOBBIX BHIYUCICHUN B OOOPOHUTENBHBIX U HACTYNATEIbHBIX CTPATETUsX,
a Tak)Ke BIMSHUE KaMMaHUW Je3uH(QOpMaIK Ha MOJUTHYECKYIO CTabUIbHOCTh. B ycrnoBusix pacry-
HICH CI0KHOCTU KHOSPKOH(IIUKTOB UCCIICIOBAHKE MOAYEPKUBACT HEOOXOAMMOCTh CO3IaHUS HAIEK-
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HOTO YIIPaBJICHUsI KHOepOE30IaCHOCThIO, MEKIYHAPOAHBIX HOPMAaTUBHBIX PAMOK U CTPATErMUECKUX
QJIBSIHCOB IS OBBIIIEHUS YCTOHYMBOCTH B opmupyroteiics «LludpoBoit XononHoW BOMHE.

Knrouesvie crnosa: Kirouesnie cnoBa: Kubepbesomacnocts, [udposas tpanchopmarnus, Mex-
nyHapojaHas 6e3omacHocTh, Kubepnpecrynnocts, Jesundopmanus, Kpuruueckas nappactpykrypa,
KubGeponepauuu, cioHCupyeMble rOCyAapCTBOM.
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